ServiceNow Connected System

Overview

ServiceNow helps users consolidate their IT resources on a single platform. It
redefines the service experience and helps to gain real-time visibility on the entire IT operations.
This platform creates automated workflows that execute all manual IT services. It results in
enhanced IT productivity.

Customization is one of the critical ServiceNow perks that organizations cannot
deny. It can be scaled easily to meet any business’s current and future needs, helping them
evolve with the present and future trends.

An incident is an occurrence that can disrupt or cause a loss of operations,
services, or functions. Incident management describes the necessary actions taken by an
organization to analyze, identify, and correct problems while taking actions that can prevent
future incidents.

Connected systems can either access through ServiceNow’s Authorization code
grant or Client Credential grant.
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ServiceNow Configuration
Authentication

ServiceNow (Authorization Code Grant)

Connected System for w© using code grant.

Copy this redirect URL (callback URL) and use it to register this connected system with the protected
resource.

https://plugin-testi ian-sit ite/oauth/callback

Once registered, enter the properties provided to you by the protected resource to configure this
authorization.

Instance URL*

hteps:// service-now.com/

Enter your instance URL. ervice-now.com
Client 1d*

62bc11919db946e38b409412d0baaSfa
The application ID that the registration portal assigned your app

Client Secret

wxrmnsrrrn (Clear)

The client secret that you created in the app registration portal for your app
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Client Id

o Provide the client ID from the OAuth Inbound integrations.

Client Secret
o Provide the client secret from the OAuth Inbound integrations.

Instance URL
o Provide the URL of the ServiceNow instance.

Steps to get Instance URL, Username, Password:
o In the ServiceNow developer page, click on the Manage instance password

Link.
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servicenow. Q & 0 =
Developer
Home
Learn >
Reference >
Guides
Connect >
% Manage my instance
(7 start building
& C O htpsi//developer.servicenow.com/dev.do#!/manage-instance INEEARQRE @\ P
- —
servicenow. Q ® 0 =
Developer ¥
Manage myinstance (= . :
S y 3 7 Actions ¥
® We recommend upgrading to our latest release Australia so that you get access to the latest features and functionalities. Release notes X
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¢ Here, URL of the instance, username and password will be displayed. Copy them
and use them when required.



Connected System - Authorization Code Grant
* Create the ServiceNow Connected System (Authorization Code Grant) using the above credentials.

* Login to the ServiceNow Developer Site, then click on the profile icon, then click on the
Start Building button to open ServiceNow App Engine Studio
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o Navigate to All — System OAuth — Inbound Integration
o Click on New Integration
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Overview Inbound integrations Security findings Metrics Settings

Inbound Integrations

Inbound Integrations allow you to configure and manage external applications to access ServiceNow APIs. To view detailed usage statistics for each OAuth client, refer to the
Inbound API Integration Usage dashboard.

Application Registries 16 Last refreshed just now & %?.‘ Export
\C} | | ¥ 2conditions | | T4 Sortby | | &= Group by
Name = Active Inbound Grant Type ¥ Comments
ACG ©@ true Authorization Code
ADFS @ true ID Token
AuthO @ true ID Token
Azure AD @ true ID Token

CCG @ true Client Credentials



o Select the OAuth Authorization Code grant as shown below.

Select your application connection type

Choose the APl access method that you want to use for your inbound integration. Learn more.

OAuth - Authorization code grant
Used for interactive user authorization to obtain consent for accessing the
application with user context.

OAuth - Client credentials grant
Used for machine-to-machine access to the application without the user's context.

OAuth - JWT bearer grant
Used for machine-to-machine access to the application, either with or without the
user's context and without requiring user interaction.

OAuth - Resource owner password credential grant
Used to allow a trusted app to directly collect and use the user's credential to access
the application. It is recommended to use Authorization code grant instead.

Third party ID token issued by OIDC supporting identity provider
Used for third party JWT tokens to access the application with user context.




o The Client ID and Client Secret text boxes are auto generated when creating a new
integration.

o Provide your Appian Environment call back to URL in the Redirect URL text box.

* Ex: https://<your-appian-env>/suite/oauth/callback
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Enter the details for this connection. Learn more about OAuth - Authorization code grant.

Details A

Name % Provider name ©

| serviceNow Demo

Redirect URLS % ©

| nttps:y ~ _ .appiancloud.com/suite/oauth/callback

c

[:Yo} Client s

b7cbal067c414543af1e33f1cb75bfe8 ‘ L ‘ =]

(] This is a public clien Active

Comments

Auth scope ~

The Auth scope determines the level of access a client has to various APIs, select an Auth scope carefuly to avoid unnecessary access to sensitive data
Key considerations:
« The useraccount scope grants access to all resources available to the signed-in user. Use this scope with caution - i
« Note that editing the value in "Limit authorization to the following API' field affects all clients that share this scope.

s not recommended for most integrations and may introduce security risks.

Configure auth scopes Create auth scope

o Select “useraccount” under Auth Scope section and click on Save.

ServiCenNOW Al Favorites History Workspaces  Admin Machine Identity Console Search or ask Now Assist

Overview  Inbound integrations  Security findings ~ Metrics  Settings

Client ID © Client secret ©
b7cbal067¢414543af1e33f1cb75bfeB [essesescssasescesencs P
[] Thisis a public client Active
Comments
Auth scope
The Auth scope determines the level of access a client has to various APIs, select an Auth scope carefully to avoid unnecessary access to sensitive data.
Key considerations:
* The useraccount scope grants access to all resources available to the signed-in user. Use this scope with caution - it is not recommended for most integrations and may introduce security risks.
* Note that editing the value in ‘Limit authorization to the following APIs’ field affects all clients that share this scope.
Configure auth scopes | Create auth scope

Auth scope

system
a2aauthscope

conversation-insights-service

e |

nd API

Al Voice



SerVicenOW All  Favorites History = Workspaces  Admin Search or ask Now Assist v ® +

Overview Inbound integrations Security findings Metrics Settings

() Inbound integrations > o Authorization code grant

Appian-Demo-OAuth s uscraccourt scoped Delete | [ cancel | ([N

Enter the details for this connection. Learn more about OAuth - Authorization code grant.

® Note: Assign only non-sensitive API scopes to reduce security risks. This integration currently has access to the useraccount scope.

Details
Name % Provider name ©®

ServiceNow Demo

Redirect URLs %k ®@

o P s S I SE et P S s s

Client ID ©® Client secret ®

ADRA11010AROAAARRRANOALIIANKAADFA | mmssasamasasssscasacasasacacanan -~

o Now, under the Inbound Integration, select the created integration and copy the client Id
and secret from here.
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Overview Inbound integrations Security findings Metrics Settings

Details ~
Name % Provider name ®

ServiceNow Demo |
Redirect URLs %k ®
Client ID ® Client secret ®

62bc11919db946e38b409412d0baa%fa | secccceccccecccccccccccccccccece o ||
| This is a public client O Active

Comments




Click on “Authorize”

Connected System Properties

ServiceNow Configuration
Authentication
ServiceNow (Authorization Code Grant)
Connected System for connecting to ServiceNow using Authorization code grant.

Copy this redirect URL (callback URL) and use it to register this connected system with the protected
resource.

https://plugi ing.appi ites.net/suite/oauth/callback

Once registered, enter the properties provided to you by the protected resource to configure this
authorization.

Instance URL*
Enter your Servicenow instance URL. Example:https://devxyz.service-now.com
Client1d *
62bc11919db946e38b409412d0baadfa
The application ID that the registration portal assigned your app

Client Secret

FkkkkERRS (Clear)

The client secret that you created in the app registration portal for your app

AUTHORIZE

bata source shortcut
Show as a shortcut in record type configuration
uuip
_a-0000ef7f-7b00-8000-9bad-011c48011c48_7820
@ Copy UUID to clipboard

v

CANCEL USE IN NEW INTEGRATION SAVE

Given ServiceNow portal will be open on the new window for authentication.
Provide username and password you copied from the manage instance page and Click
on Log in.

* Note: Ensure the user has Administrator privileges and all required permissions in
ServiceNow to perform the operations described in the connected system.

.ervice-now.com/oauth_login.do b4

servicenow

User name

{admin

Password

[sesnsrnsassasns

Forgot Password ?




» Click on “Allow” to grant the permission for mentioned scope in the created integration.

servicenow

ServiceNow Demo would like to connect to your ServiceNow account on instance v.. = _ .!Lil_.

8y clicking Allow, you allow ServiceNow Demo to connect to yor account on instance and allow it to interact with records as you.

You can change this and other account permissions at any time.

The following permissions will be granted:
Name Description

useraccount Full access to all REST APIS.

7

* Click on “Done Authorizing” and verify the Authorization.

Confirm When Authorization Is Complete

The authorization endpoint has been opened in a new browser window.

Attempt to authorize with the protected resource in the other browser window to test that your
configuration works. Confirm here when you're done.

DONE AUTHORIZING




Connected System - Client Credentials Grant

* Create the ServiceNow Connected System (Client Credentials Grant) using the above
credentials

o Login to the ServiceNow Developer Site, then click on the profile icon, then click on the
Start Building button to open ServiceNow App Engine Studio
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(4 start building

o Navigate to All - System OAuth — Inbound Integration
o Click on New Integration
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Overview Inbound integrations Security findings Metrics Settings

Inbound Integrations

Inbound Integrations allow you to configure and manage external applications to access ServiceNow APIs. To view detailed usage statistics for each OAuth client, refer to the
Inbound API Integration Usage dashboard.

Application Registries @6 Last refreshed just now. o | %?’\ Export
Q | [ ¥ 2conditions | [ TLSortby | [ = Group by
Name ™= Active Inbound Grant Type ¥ Comments
ACG © true Authorization Code
ADFS @ true ID Token
AuthO © true ID Token
Azure AD © true ID Token

CCG @ true Client Credentials



o Select the OAuth Client credentials grant as shown below.

Select your application connection type

Choose the API access method that you want to use for your inbound integration. Learn more.

@% OAuth - Authorization code grant

Used for interactive user authorization to obtain consent for accessing the
application with user context.

G% OAuth - Client credentials grant

Used for machine-to-machine access to the application without the user's context.

OAuth - JWT bearer grant
Used for machine-to-machine access to the application, either with or without the
user's context and without requiring user interaction.

OAuth - Resource owner password credential grant

Llcad + 1l £, tacd F = H 41 loct =l +h

o The Client ID and Client Secret text boxes are auto generated when creating a new
integration.
o Pick the ServiceNow System Administrator in the OAuth Application User.

* Note: Ensure the user has Administrator privileges and all required permissions in
ServiceNow to perform the operations described in the connected system.

SerVice OW Al Favorites History : Machine Identity Console Q Search

Overview Inbound integrations Security findings Metrics Settings

Details ~

Name % Provider name ®

‘ ServiceNow Demo ‘ ‘ ‘

OAuth Application User %

‘ System Administrator v ‘
Client ID Client secret ® -
c0058803f1b84d73aeb818a99cac46cl ©0000000000000000000000000000000 ® | ‘ o ‘

Active



o Select “useraccount” under Auth Scope section and click on Save.

ServiCeNnOW Al Favorites  History — Workspaces ~ Admin Machine Identity Console Search or ask Now Assist

Overview  Inbound integrations  Security findings ~ Metrics  Settings

Client 1D @ Client secret @

b7cbal067c414543af133f1ch75bfe8 [ oD

(] This is a public client Active

Comments

Auth scope

The Auth scope determines the level of access 3 client has to various APIs, select an Auth scope carefully to avoid unnecessary access to sensitive data.
Key considerations:
* The useraccount scope grants access to all resources available to the signed-in user. Use this scope with caution - it is not recommended for most integrations and may introduce security risks.
= Note that editing the value in ‘Limit authorization to the following APIs' field affects all clients that share this scope

Configure auth scopes Create auth scope

Auth scope Limit authorization to the following APis
system
a2aauthscope

conversation-insights-service

useraccount

din the platform, as re permitted by the

Al Voice

SerVicenOW All  Favorites  History = Workspaces  Admin Search or ask Now Assist v @ <+

Overview Inbound integrations Security findings Metrics Settings

@ Inbound integrations > o¢ Client credentials grant

ServiceNow Demo e Useraccount scoped ‘ Delete \ Cancel m

Enter the details for this connection. Learn more about OAuth - Client credentials grant.

@® Note: Assign only non-sensitive APl scopes to reduce security risks. This integration currently has access to the useraccount scope.

Details A
Name x Provider name ©®

‘ ServiceNow Demo

OAuth Application User %k
\ 1 v |

Client ID Client secret ®

FAAL S IAA FAMAA A1 tAAFAAAFT A AAC =1 s

o Now, under the Inbound Integration, select the created integration and copy the client Id
and secret from here.



servicenow All  Favorites History = Workspaces  Admin Search or ask Now Assist

Overview Inbound integrations Security findings Metrics Settings

Details

Name % Provider name ®

[ServiceNow Demo J ‘

OAuth Application User %

{ ——

Client ID Client secret ®
f94b6692c54848a4bd4450495b2ac235 L ©0000000000000000000000000000000

)
-
°J(©)

Comments

» Click on the Test Connection to verify.

Connected System Properties

System Logo @
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ServiceNow Configuration
Authentication
ServiceNow (Client Credential)

Connected System for connecting to ServiceNow using Client Credential.

Instance URL*

Enter your Servicenow instance URL. Example:https://devxyz.service-now.com
Client1d*

f94b6692c54848a4bd4450495b2ac235
The application ID that the registration portal assigned your app

Client Secret

dkkkkkhkkk (CI ear)

The client secret that you created in the app registration portal for your app

I Connection successful

TEST CONNECTION

Data Source Shortcut
Show as a shortcut in record type configuration

uuiD
_a-0000ef7f-7b00-8000-9bad-011c48011c48_7850

@ Copy UUID to clipboard




Check is “glide.oauth.inbound.client.credential.grant_type.enabled” system property is
enabled in your ServiceNow instance, if not please follow the below steps to enable it.

o Navigate to All and enter sys_properties_list.do and press enter
e Search for the property and Click on the name

SerVicen W Al Favorites  History Admin  § System Properties < Q Search

= Y & System Properties Name v |lSearch ] ¥ & ‘Actionson selected rows... ¥

All > Name >= glide.oauth.inbound.client.credential.grant_type.enabled

[] @ Name « Value Type Application Description Updated Updated by
Search ‘ ‘ Search ‘ Search ‘ Search ‘ ‘ Search ‘ ‘ Search ‘ ‘ Search
" " " g true | 2026-03-26 .
glide.oauth.inbound.client.credential.gr... false false Global 05:41:39 admin

e Update the value to true and Click Update

SerVicenOW Al Favorites  History @ System Property - glide.oauth.inbou... ¢ Q_ Search

‘ <| = System Property @ ¥ = o
~ glide.oauth.inbound.client.credential.grant_type.enabled

Delete H Update ‘

> Name | glide.oauth.inbound.client.credential. Application ~ Global ‘ ® ‘

Description

Choices

Type | true|false v

Value | true

Ignore cache

Ditintn

o If the property does not exist. Click New to create the new system property

.
servicenow All Favorites History Admin H System Properties Q Search
= Y & System Properties | Name ~ | Search » O ‘ Actions on selected rows... v ‘ m
All
[[] @ Name « Value Type Application Description Updated Updated by
N Omni-Experience Cl Console mode to fetch ACE 2022-06-10 N
ace.content_blocks.fetch.mode.f80203e4c3...  bfs string Standard Feature Set Content Blocks 08:59:37 admin
actionutils.insertM2M.secure false el Global HIHLE Actionttipostineny 2022 admin
false uses G... 15:12:16
% true | Property to enable the ml 2021-07-28 &
ais_enablemlframework false alsa Global compliant fram... 13:33:46 admin
; ; g e true | Toggles whether the angular 2020-10-09 .
angular.jsonp.inclusion_list.enabled true il Global eonoincln 12:53:45 admin
5 ¥ . . " If angular jsonp inclusion list is 2020-10-09 ’
angular.jsonp.inclusion_list.urls self string Global enabl.. 12:54:26 admin
app.service.persist.list.state true tiue| Global Enablefeatureitosave and 2017200012 admin
L P o false restore list ... 01:55:54
. E . . true | Determines whether to map 2024-11-28 L
assign_topics_for_pre_published_articles false bl Global assigned topic... 04:10:01 admin
auxdb.db.name auxdb string Global Auxiliary database name 2012012 admin v

13:04:12



o Enter glide.oauth.inbound.client.credential.grant_type.enabled in Name filed
o Select truelfalse in Type field

e Enter true in Value field
e Click Submit

Servicenow Al Favorites  History i System Property - New Record Q_ Search
", | — System Property = y
‘i‘ ~  New record ¢ =
a
>k Name | glide.cauth.inbound.client.credential.; Application ~ Global ‘ ® ‘

Description

Choices

Type | true | false

Value | true

Ignore cache

Private |

Migration Steps:

e If you're upgrading the plugins from version to 2.0.0 or above, follow the steps below to ensure the
integration continues to function correctly:
o Connected System
= Delete the existing connected system.
= Create a new connected system using any available authentication type.
= Update all related dependents to reference the newly created connected system.
o Integration
» Delete the existing Create Incident integration.
» Recreate the Create Incident integration.
» Update all related dependents to reference the newly created integration.
» These steps apply only to Create Incident integration. No updates are required for
any other integration types.



Integrations

These are integrations available in this connected system.

Create Incident

Creates a new incident in the incident table of ServiceNow

Input Types for Create Incident

1. Specify values for each input

EE SNDA_INT _createincident < EISAVECHANGES & &~ appia“

Connected System * Rule input Name Expression Value

mas SNDA_CS_serviceNowcor

incidentinfo (Map) 5 -
Operation *
4
default test value
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Success!
Text
Time
made _sla ves @ No
Execute 27 Teansd
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Value: Result @

ext -

Text
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cancel”
eger 20221109 07:29:22"
i il

origin_table Text
hold_reasar Test - ber "INC0010123"
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- 1. ncidentinfo B map x ®
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SaRCH V2R @ Result
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/TQ® X ETE ©
1 Time

Value: Result @

y
tps://dev113135 service-now.com/api/now/table/sys_user/6816f79cc0ai
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ed_on "2022-11-09 07:29:22 d
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Delete Incident

Deletes an incident in the incident table of ServiceNow

5L SNDA_INT_deletelncident

Connected System * Rule Input Name Expression value

mon SNDA_

IncidentNumber (Text)
Operation *

Incident Number

fincidenthumbe:

Success!

Time

Value: Result @

Status “Success”

Get Incident Fields

Returns metadata of the fields available in the incident table.

B SNDA_INT getincidentFields dppian

Connected System *

Success!

Operation*

Time

Exgeute 3°3 a0 Transfor

"Caused by Change" (T
“reference”

12 "9666e0c3c611227c017f673beebef646" (T
:

ead_only "false" (T =



Read Incident

Returns Incident data with Incident number as input.

Ea SNDA_INT readsingleincident EISAVECHANGES @ | &~ 0 ﬂppian

uest

Connected System *

e SNDA

Success!

Operation *
Time

n Incident -

“cancel” (T
2022-10-17 11:38:55"

"INC0010050"

ned_by
link "https://dew113135.service-now.com/api/now/table/sys_user/6816f79cc028016401c5a33beddbedd1”
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“global* (

l:i:',. SNDA_INT_readSinglelncident EISAVECHANGES &y | &~ i appian

Connected System *

mae SNDA_CS._servicel Suicestsl
Operation*
Time
d an Incident - 235 ms

Teansform




Get Incidents in Batches

Lists all the incidents in batches.

Bl SNDA_INT getincidents dppian

Connected System * Rule Input Name Expression Vvalue

mne SNDA,

Size (Number (Integer; 5

Operation *

umber (Number (Integer; 2
Batch Size

0 be returned. Default s0riBy (Text)

v O e
False
Sort By -
y @ Result  Request  Response
Is Descending @
Success!
ilisDescending
Time

Value

success true

cancel”
"2022-10-20 14:17:19" [T

Data Source Integration

Returns Incident details in batches for Service Backed records.

Bl SNDA_INT dataSource appian

Connected System * Rule input Name Expression Value

mane SNDA_CS_servics

batchsize (Number (integer)) 30
Operation *

Data Source Integration -

tehNumber (Number (Integer); 2
Batch Size -

rilbatchsize

© Resull  Request  Response

Success!

to be returned Time
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2022-10-13 05:45:41"
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Sync Integration
Returns Incidents which are having the given system Ids in the input.

=@ appian

Ea SNDA_INT_syncintegration

Connected System * Rule Input Name Expression value
wae SNDA_CS_serviceNowConnectedSystem X
batchLimit (Number (Integer))
Operation *
Sync Integraticr -
t Strir -
Batch limit »
batchLimit
ilbatchLi et a t
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AEEm/ARDLTE ]
: £
© Result Request Response
Success!
Time
Tra
Value
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