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Configure AWS

Below are example instructions on how to configure your AWS account to use Cognito for authentication and
access to S3 buckets. Please note this is strictly an example and not officially recommended for a
production environment. You are expected to have familiarity with AWS Cognito and these
services and know how to properly configure access according to your organization’s security
policies.
1. Grant Amazon Cognito access to your AWS account
2. Configure Cognito
a. Create an identity pool. Example: cle-s3-identity-pool
b. Create an IAM role that will allow users to upload objects to S3. The role is where you specify
maximum session duration. Example: cle-s3-anonymous-guest-user
c. Attach the IAM role to the Cognito identity pool
3. Attach the appropriate S3 policy to IAM role (this could be the AWS provided S3 policy or your
organization’s specific policy). Example: attach policy cle-s3-cognito-access to role
cle-s3-anonymous-guest-user
4. Configure S3
a. Update or create an S3 bucket. Example: christina@eebucket
b. Update bucket policy to allow IAM role access. Example: allow the role
cle-s3-anonymous-guest-user to access the bucket christina@eebucket
Figure 1. Example S3 Bucket Policy



Unset

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadGetObject",
"Effect": "Allow",
"Principal”: "*",
"Action": "s3:GetObject",
"Resource”: "arn:aws:s3:::christina@@@bucket/*"
},
{
"Sid": "AnonymousGuestUpload",
"Effect": "Allow",
"Principal”: {
"AWS": "arn:aws:iam: :<ACCOUNT_NUMBER>:role/service-role/cle-s3-anonymous-guest-user"
},
"Action": "s3:*",
"Resource": "arn:aws:s3:::christina@@@bucket/*"
}
]
}
¢. Update the CORS policy on the S3 bucket to allow the Appian site urls (both the main url and
the dynamic url). This allows the component plug-in to work with AWS
Figure 2. Example CORS Policy
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Enable INFO level logging

To activate INFO level logging, insert the following line into the appian_log4j.properties file found within the
specified <APPIAN_HOME>/deployment/web.war/WEB-INF/resources/appian_log4j.properties.

log4j.logger.com.appian.ps.awsS3.templates.AWSS3CognitoClientApiTemplate=INFO
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allocalVariables(
locallisUploadTriggered: false,
locallstatus,
local!s3Bucket: "christina@@sbucket™,

alformLayout(
label: “Upload Media”,
instructions: "Upload a file using this form to be directly uploaded to an Amazon 53 bucket.”,
contents: {
alcolumnsLayout(
columns: {
alcolumnLayout(
contents: {
alcardlLayout|(
style: "NOMNE",
contents: {
alrichTextDisplayField(
label: "Rich Text",
labelPosition: “COLLAPSED",
value: { alrichTextHeader(text: { "SELECT FILE" }) }
}.t
appians3uploadcomponent
isUploadTriggeredValue: locallisUploadTriggered,
isUploadTriggeredSaveInto: local!isUploadTriggered,
uploadStatuses: locallstatus,
connectedSystem: cons!SU0_S3 CONMECTED _SYSTEM,
s3Uploadkey: "cle-s3-upload-component/™,
s3Bucket: local!s3Bucket
)s
allinkField(
links: aldynamicLink(
label: "Upload”,
savelnto: al!save(local!isUploadTriggered, true),
showlhen: locall!status[1].status <> "UPLOAD COMPLETE™
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