Amazon Connect Connected System

Overview

The Amazon Connect Connected System plugin provides the integrations to retrieve the contact
analysis, reports and recordings stored by the Amazon Connect Instance in the Amazon S3
storage bucket.

Creating an Access Key in AWS Instance
1. Login to your AWS Console.



2. Click on your username and in the appearing pop up select Security Credentials.
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3. In the Security credential window, scroll down to the Access keys section and click on
the Create Access Key button to create a new one.

Uevice type Identiner Lreated on
Identity and Access x
Management (IAM)
No MFA devices. Assign an MFA device to improve the security of your AWS
environment

Assign MFA device

Q, Search

Dashboard

¥ Access management

User groups Access keys (1)
u Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell,
SErS AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive)
at a time. Learn more &
Roles

Identity providers
Account settings

¥ Access reports

Description Status

Access analyzer .
- ® Active

Archive rules

Analyzers Last used Created
18 hours ago 92 days ago
Settings
Credential report Last used region Last used service

Organization activity - lambda

Service control policies (SCPs)

Related consoles

Signing certificates (X.509) (O
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Use X.509 certificates to make secure SOAP-protocol requests to some AWS services. You can have
a maximum of two X.509 certificates (active or inactive) at a time. Learn more
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4. In the appearing list of options, select Third-party service and click on Next.

1AM Security credentials Create access key

Step 10f 3

Access key best practices & alternatives

Avoid using long-term credentials like access keys to improve your security. Consider the following use
cases and alternatives.

() Command Line Interface (CLI)

You plan to use this access key to enable the AWS CLI to access your AWS account.

O Local code
You plan to use this access key to enable application code in a local development environment to access
your AWS account.

(O Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service like Amazon
EC2, Amazon ECS, or AWS Lambda to access your AWS account.

wess key to enable access for a third-party application or service that monitors or

manages your AWS resources.

(O Application running outside AWS
You plan to use this access key to enable an application running on an on-premises host, or to use a local
AWS client or third-party AWS plugin.

) Other

Your use case is not listed here.




5. In the next window, provide a description tag. This is an optional step. Click on Create
Access key to proceed.

Identity and Access x 1AM Security credentials Create access key
Management (1AM)

Step 2 of 3
o e Set description tag - optional
The description for this access key will be attached to this user as a tag and
Dashboard

shown alongside the access key.

¥ Access management

User groups Description tag value
Describe the purpose of this access key and where it will be used. A good description
Users will help you rotate this access key confidently later.
Roles ‘
Policies Maximum 256 characters. Allowed characters are letters, numbers, spaces
representable in UTF-8,and: _.:/=+-@
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6. The Access Key ID and the Secret access key will be displayed. The credentials can also
be downloaded as a CSV file by clicking on the Download .csv file button. Please make

sure that the credentials are noted which will not be visible again once the Done button



is clicked.
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& Access key created
This is the only time that the secret access key can be viewed or downloaded. You cannot

recover it later. However, you can create a new access key any time.

1AM Security credentials Create access key

Step 3 of 3

Retrieve access keys

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead,
create a new access key and make the old key inactive.

Access key Secret access key
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Access key best practices

* Never store your access key in plain text, in a code repository,
or in code.

* Disable or delete access key when no longer neaded.
s Enable least-privilege permissions.

* Rotate access keys regularly.

For more details about managing access keys, see the Best
practices for managing AWS access keys.
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7. Make sure that the Access key is active.

Getting the Storage Bucket Name

1. Login to the AWS Console.



2. Select Amazon Connect. And the instances page will be opened, click on the instance.

Amazon Connect X Amazon Connect > Instances

Amazon Connect virtual contact center instances

Instances

Instances Add an instance

Documentation [4

Q_ Find resources |

Instance alias v | AccessURL[A v | Channels | Createdate w | Status

9 vuramconnect https://vuramconnect.my.connect.aws Inbound, outbound telephony 9/27/2022 @ Active

3. Select data storage and navigate to the Exported Reports section.

Amazon Connect X Amazon Connect » vuramconnect » Overview

Account overview

Instances
. Access information
Overview
Telephony
Access URL Emergency access
https://vuramconnect.my.connect.aws [4 Log in for emergency access [4

Data streaming
Flows A Warning: Use this login method only for emergencies. Do not use for your
Analytics tools day-to-day operations.

Approved origins

Customer Profiles
Task e .
= Distribution settings
Cases

Wisdom Instance ARN Service-linked role

voiceld . . ________________________J
Forecasting, capacity planning, “ Learn more [

and scheduling New

Directory
vuramconnect

Documentation [4



4. The part of the url before the first */'(forward slash) is the bucket name. The folders can

be retrieved by navigating to the S3 bucket.

Amazon Connect X

Instances

Overview
Telephony

Data storage

Data streaming

Flows

Analytics tools

Approved origins

Customer Profiles

Tasks

Cases

Wisdom

Voice ID

Forecasting, capacity planning,

and scheduling New
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Live media streaming

Not enabled

Exported reports

iiiiﬁii iiiiﬁﬁ ii iiiiii "iﬁ S3 bucket Encrypted using this key

Attachments

Not enabled

Contact evaluations

Not enabled

Connected System



Connected System Properties

Amazon Connect

Name *

AC CS5 Amazon Connect

Description

Connect with the Amazon connect.

Amazon Connect Configuration

Access Key

*EEEERRERS (Clear)
Provide the AWS Access Key.

Secret Key

*REkERRERR (Clear)
Provide the AWS Secret Key

53 Storage Bucket *

Provide the 53 bucket where the recordings and transcripts will be stored.

Region *

|

Select the region where the AWS instance is located.

TEST CONMNECTION

CANCEL USE IN MEW INTEGRATION SAVE

Provide the access key, secret key values generated from AWS Security Console. Use the S3
storage bucket name as obtained by the steps discussed in the previous section. Choose the
region of your S3 instance from the list and press the Test Connection button to check whether
the connection is established without any errors.



Available Integrations

1. Get Contact Report
2. Get Contact Analysis
3. Get Contact Recording

Get Contact Report

Retrieves the generated contact transcripts from the S3 storage location. Available only for chat
contact types.

—
-
’ AC CS Amazon Connect X @ Result Request Response
Operation *
Success!
Get Contact Report (Reads Data) -
Get the contact report for the given chat contact information. Time
Folder Name 140 ms
Prepare: < 1 ms - Execute: 139 ms : © 136 ms) - Transform: 1 ms
connect/Vuramconnect/ChatTranscripts/
Value
Enter the root folder path where the reports are stored if present = Dictionary

success true (Boolean)
- result Dictionary

Contact Information *

LA EEE/MTQXXNHNTE (2] InitialContactld "37b21506-4ff2-4f3b-8bc8-3b7d2fe359f7" (Text)
é' attolsont - » Transcript List of Dictionary - 13 items
| PR i AWSAccountld "910734276586" (Text)

3 : :7b415\a?::;:i:? 3b-8bc8-3b7d2fe359F7", Version "2018-08-26" (Text)

5 :49, Instanceld "0581f9d5-7a99-4602-82dd-d8e262d02f5¢" (Text)

6 "2023-84-24T08:06:32.2667", Contactld "37b21506-4ff2-4f3b-8bc8-3b7d2fe359f7" (Text)

FA [t ~ Participants List of Dictionary - 3 items

8 ' :connect:us-east-1:910734276586:1n ~ Dictionary
13 rarn L onmect:us-east-1:910734276586: ins Participantld "5c3f889a-74a5-46d8-888c-ea29deBa135e" (Text)
1 1, ~ Dictionary
12 strue Participantld "b8c5bb4f-6512-41f2-9908-e3d43a5ee952" (Text)
13 } ~ Dictionary
14 ) T Participantid "920d85ee-90be-4240-8a7e-ha6ad60d848e" (Text)

4 error null (Null)
authType Diagnostic

alto]son value, removeNullOrEmptyFields
Converts a value into a JSON string.

value (Any Type): The value to convert into a JSON string. .

Provide the contact information as JSON object.(Obtained from connect component.)

-

TEST REQUEST

Parameters

1. Folder Name - The S3 bucket URL substring where the contact reports are stored.
(*Required)

2. Contact Information - The contact information dictionary as obtained from the
onContactEnded save-into of the Amazon Connect Component. Must be provided as a
JSON formatted string.



Get Contact Analysis

Retrieves the generated contact analysis reports from the S3 storage location. Analysis reports
are generated shortly after the contact ends and hence there will be delays. It supports both
chat and voice contact types.

* AC CS Amazon Connect X @ Result Request Response
Operation *
Success!
Get Contact Analysis (Reads Data) -
Get the contact lens analysis report for given voice or chat contact. Time
Folder Name 210ms
Prepare: < 1 ms - Execute: 210 ms © 207 ms) - Transform: < 1 ms
Analysis/ value
Enter the root folder path where the reports are stored if present. = Dictionary
Contact Information * success true (Boolean)
+ result Dictionary
L EEE/M QX i~ LB e JobStatus "COMPLETED" (Text
v altolson( LanguageCode “en-US"
{ » Transcript List of Dictionar tems
:"cafcbfe5-b199-43f5-8175-b1fccd8bB7ee", Accountld "910734276586" (Text)
Version "1.1.0" t

» Categories Di
CustomModels L
Channel "VOICE"

» Participants List of S

» ConversationCharacteristics Dictionary

» CustomerMetadata Dictionary

NN R W R e
- ]

9
= I

s
16 :"arn:aws:connect:us-east-1:910734276586:ins
11 ¥,

12 ttrue
13 T ~ ContentMetadata D
14 ) M Output "Raw" (Tex

error null (Nu

al'toJson value, removeNullOrEmptyFields authType Diagnostic

Converts a value into a JSON string.

value (Any Type): The value to convert into a JSON string. .

Provide the contact information as JSON object.(Obtained from connect component.)

TEST REQUEST

Parameters

1. Folder Name - The S3 bucket URL substring where the contact reports are stored.
(*Required)

2. Contact Information - The contact information dictionary as obtained from the
onContactEnded save-into of the Amazon Connect Component. Must be provided as a
JSON formatted string.

Note: In order to enable contact analysis, Contact Lens feature must be enabled in
the instance page of Amazon Connect in the AWS console.



Amazon Connect X -
Amazon Connect ) vuramconnect » Analytic tools

Instances Analytics tools

Monitor the performance of your contact center and track key performance indicators using the analytics tools.
Overview
Telephony Contact Lens

Data storage

Contact Lens for Amazon Connect is a set of machine learning (ML) capabilities integrated into Amazon Connect. Using Contact Lens, contact center supervisors can better understand the sentiment, trends,

Data streaming
to train agents, replicate successful interactions, and identify crucial company and product feedback. Learn

and compliance risks of agent with customers. Supervisors can use this

Flows more [4

— T

Approved origins

Customer Profiles

Tasks
Cases
Wisdom
Voice ID

Forecasting, capacity planning,
and scheduling New
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Get Contact Recording

Retrieves the recording of the given voice contact from the S3 storage location and saves it to
the specified Appian folder. Available only for voice contact type.

N
Connected System * ©FResut  Request  Response
@ AC C5 Amazon Connect %
Success!

Operation*

.

Get Contact Recording - ime

395 ms

Get ording ided voice contact information. Prepare: < 1 ms - Execute: Transtorm

Folder Name Value: Result @
- D /

connect/Vuramconnect/CallRecordings

document 741169 - test.wav (Docume;
message “success” [

ider path where the reports are s
Contact Information *
b Mt %X ek TUE o

1+ altodson( -

value (Any Type): The value o convert into  JSON string
removeNullOrEmptyFields (Boolean): Determines whether fields with

values that are null, empty strings, or empiy arrays are remaved from the

JSON output. Defauit: false. -

a5 JSON obj

Provide the contact informa

Save In Folder*®

Bl AC Permanent Location X

Provide the Appian folder object where the retri ecording must be saved.

File Name

Test

Provide the file name for !
with the same name as in




Parameters

1. Folder Name - The S3 bucket URL substring where the contact reports are stored.
(*Required)

2. Contact Information - The contact information dictionary as obtained from the
onContactEnded save-into of the Amazon Connect Component. Must be provided as a
JSON formatted string.

3. Save In Folder - The Appian folder object where the retrieved recording must be
saved.(*Required)

4. File Name - The name with which the retrieved recording has to be saved.(Optional)

Note: The Amazon Connect Connected System plugin requires the Amazon Connect
Component plugin to function.

Note: Amazon connect is available only in certain regions. Please refer to the link to
know more.


https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html

